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Leading a revolution in CCTV Cyber Security

IO T E M B E D D E D  SE C UR ITY
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C H E C K  P O IN T:  TH E  LE A D IN G  
G LO B A L CY B E R  SE C UR ITY  CO M PA N Y

G LO B A L LE A D E R  
100,000+ C USTO MERS, 

88+ C O UN TRIES, 6,200+ PARTN ERS

C UTTIN G -E D G E  TE C H N O LO G IE S 
O VER 25 YEARS O F EXPERTISE ,

IN DUSTRY’S MO ST VISIO N ARY PLAYER 

TR A D E D  O N  N A SDAQ
1996  I C HKP

6 ,0 0 0 + 
EMPLO YEES W O RLDW IDE, 

TO P TALEN T

IN N O VATIO N  LE A D E R SH IP  
HIG HEST N UMBER O F AI REAL-TIME 

PREVEN TIO N  TEC HN IQ UES 

FO R TUN E  5 0 0  
CO M PA N IE S 

TRUSTED BY 

W O R LD ’S  B E ST E M P LO Y E R
BY FO RBES, #1 C YBER SEC URITY 

VEN DO R
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C loudG uard, Leader in 3 customer choice grids C LO UD

3 0  Y E A R S O F R E CO G N ITIO N

     

Highest Mobile security value 

N E TW O R K
Highest cyber prevention score in Breach Prevention

C ustomers’ C hoice for Unified Threat Management

23 times Security Leader in Magic Q uadrant 

E N D P O IN T
&  E M A IL

Top Product Scoring:  17.5 / 18

A leader in C loud E mail Security

Highest coverage of detected attacking techniques 

M O B ILE
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AI & ML

Ruggedized IP68

Satellite Connectivity 

LiDAR

Plug & Play

LO O K S A R E  D E C E IV IN G  TH E  P R O D UC T

YO U B UY
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LO O K S A R E  D E C E IV IN G  

Outdated OS

No Built-in Security

Difficult to Patch

Weak Password

Shadowed, Unmanaged

TH E  CY B E R

YO U G E T



7©2022 Check Point Software Technologies Ltd. 

FIR M W A R E  R ISK  A SSE SSM E N T
UN CO V E R S D E V IC E -SP E C IFIC  SE C UR ITY R ISK S

Weak/Known Credentials

Known Vulnerabilities (CVEs)

SW Misconfigurations</>

Suspicious Listed Domains

Unsecured Private Key

ATTAC K  V E C TO R S
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H O W  IT W O R K S IN  TH E  R E A L W O R LD

Exploited old vulnerabilities 
in Axis Cameras

CVE-2018-10660
CVE-2018-10661

Scan the Network

The next hop targeted a ZyXEL NAS
CVE-2020-9054

Vulnerable Domain Controller 
Employee network attacks

Zerologon (CVE-2020-1472)
Pass-The-Hash

https://nvd.nist.gov/vuln/detail/CVE-2018-10660
https://nvd.nist.gov/vuln/detail/CVE-2018-10661
https://nvd.nist.gov/vuln/detail/CVE-2020-9054
https://nvd.nist.gov/vuln/detail/cve-2020-1472
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REG ULATIO N S AN D C O MPLIAN C E
SEC URITY BY DESIG N
BRAN D PRO TEC TIO N

N E W  
C H A LLE N G E S

Regulations
and 

Standards

Built-in Security

Directly 
Connected  to the 

Internet 

Security by 
Design

√

√
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P R E V E N TIO N  
N O T

D E TE C TIO N

The C heck  Point E thos

Once Malware is inside, 
it’s already too late!



Nano Agent

Secure Device 
Operation

Malware Execution 
Prevention

Exploit Prevention

Firmware 
Hardening

File 
Monitoring
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C LO UD  M A N A G E M E N T

TH R E A T P R E V E N TIO N

C C TV  SE C UR ITY

R A ISIN G  TH E  B A R  O N  CC TV CY B E R  
SE C UR ITY

Clientless
Easiest way to connect 
remote applications
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Second security layer – Active security

CYBER PROTECTION ENABLED

Ensure Valid 
Device Operations

Malware Execution 
Prevention

Privacy & User 
Data Protection

Network Exploit 
Prevention

PHYSICAL & CYBER security COMBINED
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C H E C K  P O IN T’S  V IS IO N
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• Help manufacturers build secure-by-design
IoT devices

• Complete end-to-end solution, for all
firmware security needs.

• Assess, harden and manage security at
the device level.

• Upgrade your full security posture with
Checkpoint

IoT Embedded
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THANK YOU
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PRODUCT RANGE

Konstantinos Rakantas, IT Manager Signal electronics Security 
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2 MP

STATIC CAMERAS - AVAILABLE MODELS

2.8mm 2.8mm 2.8-12mm2.8-12mm

DI-Fix
DI-320IPS-28

DI-VF
DI-320IPS-VF

I2-Fix
I2-320IPS-28

I4-VF
I4-320IPS-VF

DI-Fix
DI-340IPS-28

DI-MVF
DI-340IPS-MVF

I4-MVF
I4-340IPS-MVF

I2-Fix
I2-340IPS-28

DI-Fix
DI-380IPS-28

DI-MVF
DI-380IPS-MVF

I2-Fix
I2-380IPS-28

I4-MVF
I4-380IPS-MVF

2.8mm 2.8mm 2.8-12mm / MVF2.8-12mm / MVF

2.8mm 2.8mm 2.8-12mm / MVF2.8-12mm / MVF

4 MP

8 MP
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PTZ CAMERAS - AVAILABLE MODELS

Z4 Z5 Z6

KEY POINTS:
• PoE support
• HWDR (120dB)
• SD-Card Support
• DDA Analytics with Auto-Tracking
• "In-ceiling installation option (Z4 models with optional bracket)
• Full compatibility with all Provision-ISR platforms through 

Provision-ISR protocol
(Ossia NVRs, Ossia VMS, Provision CAM2 Mobile App)

AVAILABLE MODELS:
Z4-25IPE-2(IR) 
Z4-25IPE-4(IR)
Z5-25IPE-2(IR)
Z5-25IPE-4(IR)
Z6-32IPE-4(IR)
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Network Video Recorders - AVAILABLE MODELS

KEY POINTS:
• 4 / 8 / 16 / 32 / 64 / 128 Channels  
• Advanced Video Analytics support (by IPC)
• Plug In free Web browser
• Full compatibility with all Provision-ISR platforms through 

Provision-ISR protocol
(Ossia NVRs, Ossia VMS, Provision CAM2 Mobile App)
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Provision-ISR is committed to providing NDAA compliant products and does not have
OEM, ODM, and JDM relationships with the named vendors in the NDAA. 

Provision-ISR products comply with the NDAA.
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THANK YOU
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