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KIVvNTEC OUOKEUEC

(EuaioBnra) MNMpoowTrika AsdopEva
OIOUECOU TWV ETTIKOIVWVIWV

XpAon KPUTTTOYPOPNPEVWV apXEIWV,
atroBnkeuon Kai dlaxeipion apxeiwv
OTO OUVVEQO (cloud storage
management)

AVAUEIEN TTPOCWTTIKWY KAl
ETTAYYEAUATIKWYV OEOOUEVWV OTNV
idla cuoKeun
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KivOuVvol OTIC KIVNTEC OUOKEUEC

Phishing

Social Engineering, Drive by
Downloads, Browser Flaws

Network & Wi-Fi Security
Network Exploits, Wifi Sniffing, BOYD

Application Threats
Malware, Spyware, ZeroDay
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TUTtTOI ATTEIAWY OTIC KIVNTEC OUOKEUEC
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Device
Victims
Device

Web-based mobile threats

Mobile network threats

Mobile device physical
threats

Mobile application threats
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Start

Mpiv TNV avaAuon

ATTOQUYN ETTINOAUVONG
TNG OUOKEUNG MEXPI
TOV £AEYXO
AeIToupyia TTHONG,
aTTOPUYNA TEPUATIOUOU
Kal ETTAVEKKIVNONG

MeBodoAoyia

Xpnon
TMOTOTTOINUEVWV
EYKANUATOAOYIKWV
AOYIOUIKWYV WOTE VA
aATTOPEUXOEI N
aAoiwon Twv
OedouEVWV Kal va
UV apeioBnTnOei n
EYKUPOTNTA TNG
dladikaoiag
ATtroQuyn SIETTAPNG
ME TA TTPOCWTTIKA
oedopéva Tou

XPnomn

Forensic Analysis
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OUOKEUNG OTO OUVOAO
NG TTEPIEXOMEVNG
TTAnpPOYopiag
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Our Goal

ZuAAoyn oTolXEiwv
WOoTE Va
ATTOOEIKVUETAI N
MOAuvon Tng
OUOKEUNG, O TPOTTOG
€1I00YWYRAG KAl N
gvapin Tng
KaKOBouAng
evépyelag
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Forensic T

Timeline of 19 July attack on Tamer

10:33:02 -

Highly unusual connections to Apple servers

11:28:54

AR

pB9-content.icloud. com
pl1-content. icloud.com
p13-content. icloud.com
p15-content.icloud. com
p17-content. icloud.com
p19-content. icloud.com
p21-content.icloud. com
p23-content.icloud. com
p25-content. icloud.com

11:29:09 -
11:31:19

Proxy

11:39:52 -
03:07:40

Proxy

Pegasus
CG&C Server

Pegasus
Instlltion Proxy
Server

Proxy

Q

p27-content. icloud. com
p29-content. icloud.com
p31-content. icloud.com
p35-content. icloud.con
p37-content. icloud.com
p57-content. icloud.com
p59-content. icloud. com
pé1-content. icloud.com
p63-content.icloud.com

Connections to NSO Pegasus Installation Server

’ﬂ’ * f15fwd322.regularhours.net

Exfiltrates data back to NSO Pegasus C&C Server

bananakicknet

The Great iPwn: Journalists Hacked with Suspected NSO

Group iMessage ‘Zero-Click’ Exploit

EVTOTT LOMGG
EUSLAKPLTWV KaL
duodLakpLtwv

LXVWV OE KLVNTEC CUOKEVEC
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EKTTaidguon Kal evnueEpPWaOnN
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Mwg Va aTTogeUyovTal ) [Mwg va avTIJETWTTIOOUME HIa
ol social engineering Mwc va gvroTttiovTal ol mOavA uéAuvaon

ETMOEOEIG KOKOBOUAEG AWEIG apxEiwV
N MNVUPATWYV
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xxx Always password-protect your phone
Only download safe apps

@_ Always read the terms and privacy policy
Tum off Bluetooth

Encrypt your phone

). Set up remote locate/wipe

Back up your data

E Don't jailbreak or root your phone
i Update the operating system

% Download anti-malware

2 Use public Wifi with caution

i Usea VPN
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Thank You

george@slackspace.gr— T: +30 210 2207293
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